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Overview of initial setting for using MS Entra ID

This is the initial setting for using MS Entra ID on SPHERE.

STEP1. Accept to invitation from SONY tenant (refer to pages 5 to 6)
Please initial setting by “Microsoft Invitations” e-mail from SONY tenant. -
The e-mail address you applied will be associated to SONY tenant. 7

If the MS Entra ID portal screen like right sample will be shown, the initial setting g
is completed.

You will be able to login for SPHERE.

If the e-mail address you applied is not registered as MS Entra ID account.
Please proceed to step 2:Create the new account for MS Entra ID .

STEP2.Create new MS Entra ID account (refer to pages 7 to 8)
Create new user account on MS Entra ID.
If the completion screen is displayed on STEP 1, STEP 2 is unnecessary.

() TP

Your e-mail address is registered in MS Entra ID.
The e-mail address managed by the company may be registered as a MS Entra ID account.



STEP1. Accept to invitation from SONY tenant(1/2)

If you apply for a new user ID for SPHERE, the e-mail “Microsoft
Invitations” will be sent to you.
An automated e-mail “Microsoft

Tnvitations” will be sent to you.

Certain tasks are needed in advance in using MS Entra ID
Certification.

Your settings can be started after receiving a

“Microsoft Invitations” e-mail.

on invited to access applications in the

Sony Tenant organization

STEPS Click “Get Started”
1.An automated e-mail “Microsoft Invitations” will be sent to you. to begin your settings.

Sender : invites@microsoft.com P 0 850 o ek f sy e i coms
Subject : You're invited to the Sony Tenant
2.Click “Get Started” to begin your settings.

*If you receiving the mail in a text format instead of as an HTML,
click the URL to proceed.

E;) Tip

Instructions explained after I';

the next page may differ among users.
Please follow the instruction shown.

When you reach the “Microsoft Portal Screen,” your settings
have been completed.




STEP1. Accept to invitation from SONY tenant(2/2)

If it cannot be found, try accessing the URL below and register your mail address for
MS Entra ID Certification.
http://myapps.microsoft.com/sony.onmicrosoft.com

Enter your e-mail address in the field you see.
When you reach the “Microsoft Portal Screen,” your settings have been completed. Now try your
access to the SPHERE.

If you are still having trouble, consult the Help Desk and we will handle the invitation to be sent

to you again.
Microsoft Portal Screen
FALY
note
An e-mail on “Microsoft Invitations” will be sent to you.
Make sure you will receive it checking your settings for mail sorting or junk mail etc.

It will be sent to you from: invites@microsoft.com
account-securitynoreply@accountprotection.microsoft.com


http://myapps.microsoft.com/sony.onmicrosoft.com

STEP2. Create newMS Entra IDaccount(1/2)

() TP

The following instructions apply if you are registering for 0
a MS Entra ID Account for the first time. Clog optimize

_ _ your business
If you are already registered, the screen for entering your

password will not appear. Please follow the instructions in your
screen.

X The screens may differ among users.

Click “Next” to procee

STEPS

1. Click “Next” to proceed

Enter a password to be
used for your MS Entra
ID certification.

BY Microsoft

2. Enter a password* to be used for your MS Entra ID certification in
the second field.

3. Click “Next” to proceed.
4. An automated e-mail for verification will be sent from Microsoft.

Create account

Sender: account-security-noreply@accountprotection.microsoft.com
Subject: Verify your email address

Click “Next” to
proceed

verification will be sent
from An automated e-
mail for Microsoft.
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STEP2. Create newMS Entra IDaccount(2/2)

Steps An automated e-mail ‘
“Verify your email address” will be
1. Open the automated e-mail for verification sent from sent to you
Microsoft. ,
Sender :
account-security-noreply@accountprotection.microsoft.com Enter the security code En(tjer thebalphabﬁt(s)
Subject : Verify your email address informed to you in the e- ancinumber(S)nat
mail. And click “Next” to },’OU s"ee And click
2. Enter the security code informed to you in the e-mail. NEXET D [plioEsae

And click “Next” to proceed. ‘ “ening e s V
O Tip

In some cases, this screen may not be shown. Please
follow the instruction shown for your settings.

3.Enter the alphabet(s) and number(s) that you
see And click “Next” to proceed.

4 .Registration has been completed if the Portal
screen is displayed.

5.Guide of Preparation with MS Entra ID
Certification ends here.
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How to login using by MS Entra ID

Please click [ Sign in ]button which in SPHERE TOP page.
Enter your email address used by your MS Entra ID account and login
it.

Input your e-mail address

SPHERE &

SPHERE




Policy of password(1/3)

Regarding your password
There are certain rules upon creating your password*.

If an error occurs, check what's written in red and create a password that
complies.

*See next page for details on password rule.
Error sample 1 Error sample 2

o Microsoft B Microsoft
Create account Create account
Microsoft account opens a world of benefits. Microsoft account opens a world of benefits.
ok e vk dkaie sk phy e kol ok k R IR SR ORASICRNE R, ROk Tk
Passwords must have at least 8 characters and contain at Your password can't contain the part of your email
least two of the following: uppercase letters, lowercase address that comes before the @ sign.

letters, numbers, and symbols.

_ & Cmmcd mmm mcmmm mtlmimml mmn Ml L e R AL

' Send me promotional emails from Microsoft



Policy of password(2/3)

Rules in Creating your password

Rules differ depending on your MS Entra ID Certification usage.
Select your appropriate circumstances and create your password.

linked to your Organization your organization

If MS Entra ID Certification is } Comply with the password policies in

Other than above

Comply with the MS Entra ID
Certification Password Policies *

*The MS Entra ID Certification Password
Policies: Please refer to next page.




Policy of password(3/3)

Password policies in MS Entra ID Certification.(Jan 27th 2021)

You can see the latest policy in below Microsoft document.

https://learn.microsoft.com/en-us/entra/identity/authentication/concept-sspr-policy?tabs=ms-powershell

Property Requirements
Characters
allowed w=Z
s a-2z
0-9

c @#SBAET-_L+=[1{}H I\ 2/~ ()

Characters not
allowed « Unicode characters.

= Spaces.
« Strong passwords only

Password
restrictions « A minimum of 8 characters and a maximum of 16 characters.

= Strong passwords only: Requires three out of four of the following:
= Lowercase characters.

= Uppercase characters.
= Numbers (0-9).
= Symbols (see the previous password restrictions).
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